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Members of the Legislative Audit Committee: 

This report contains the results of a performance audit of the Department of 
Human Services (Department), Office of Behavioral Health’s substance abuse 
treatment data and information systems. The audit was conducted pursuant 
to Section 2-3-103, C.R.S., which authorizes the State Auditor to conduct 
audits of all departments, institutions, and agencies of state government, and 
Section 2-7-204(5), C.R.S., which requires the State Auditor to annually 
conduct performance audits of one or more specific programs or services in at 
least two departments for purposes of the SMART Government Act. The 
report presents our findings, conclusions, and recommendations, and the 
Department’s responses. 
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KEY FINDINGS 
 

 OBH’s collection of substance abuse treatment recipient data aligns with federal 
and state statutes and regulations and supports OBH’s role as the administrator of 
the federal block grant and as the State’s licensing authority for substance abuse 

providers. OBH’s processes to protect treatment recipient data include tracking 
recipients using unique identifiers rather than personally identifiable information, 
encrypting data that providers transmit to OBH, and limiting user access to TMS.  

 

 In 2017, OBH did not terminate TMS access for three of its staff when their jobs 
changed or for 10 of 20 sampled providers whose licenses had expired. In addition, 
OBH did not maintain data use agreements for seven of its staff and 15 sampled 

providers, so there was no evidence that these users had agreed to protect 
treatment recipient data. Although no instances of improper data access or 
disclosure were identified, when TMS user access is not terminated in 
accordance with policies, there is an increased risk that treatment recipient data 

can be misused. 
 

 OBH did not monitor whether TMS security scans and data destruction (for data 
aged 10 years) occurred annually, as required by state and OBH policies. This led 
to a 2-year gap in system security scans from 2015 to 2017, and data destruction 
occurred only once between Fiscal Years 2012 and 2018. Security scans and data 
destruction help ensure that systems and data are secure.  

 
 

BACKGROUND 
 
 OBH regulates, funds, and 

monitors substance abuse 
treatment and providers in 
Colorado; licenses providers; 
and administers the State’s 
federal block grant program for 
substance abuse treatment. 
 

 OBH tracks data on substance 
abuse treatment and individuals 
treated by licensed providers. 
OBH uses these data to meet 
federal and state reporting 
requirements, help courts track 
who completes court-ordered 
treatment, monitor licensees, 
assess substance abuse and 
treatment trends, and plan 
treatment and prevention 
programs. 

 
 During Fiscal Year 2017, a total 

of 697 substance abuse treatment 
provider locations were licensed 
in Colorado and they treated 
approximately 65,000 people. 
 

KEY RECOMMENDATIONS 
 
 Implement procedures to identify the staff and providers who no longer need system access and remove access in a 

timely manner, work with OIT to create written policies requiring those with system access to complete data use 
agreement forms annually, and maintain all forms.  

 Work with OIT to implement procedures and clarify staff roles for ensuring security scans occur and the results are 
provided to the Department, implement policies for ensuring that system-related work requests are completed as 
requested, and train staff on the new policies and procedures. 

The Department agreed with these recommendations. 

CONCERN 
The Office of Behavioral Health (OBH) should improve its processes for ensuring the security of the Treatment Management 

System (TMS), which holds data on individuals who receive substance abuse treatment, and improve its coordination with 
the Governor’s Office of Information Technology (OIT), which develops information security policy and completes OBH’s 
system security work requests.  
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CHAPTER 1 
OVERVIEW 

 

The Office of Behavioral Health (OBH) within the Department of 
Human Services (Department) is the State’s behavioral health 
authority [Sections 26-1-111(5) and 27-80-102, C.R.S.]. OBH is 
responsible for administering and overseeing Colorado’s 
behavioral health system, which includes administering substance 
abuse (alcohol and drug) treatment and prevention programs in 
Colorado. OBH regulates, funds, and monitors substance abuse 
treatment and providers; administers the State’s federal block 
grant program for substance abuse treatment; and licenses 
providers. In Fiscal Year 2017, OBH licensed about 300 substance 
abuse treatment providers at about 700 sites throughout the state.  
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8 TREATMENT DATA AND INFORMATION 

SYSTEMS 

To carry out its responsibilities, statute authorizes OBH to collect and 
report data on individuals receiving substance abuse treatment from 
licensed Colorado providers [Section 27-81-106(4), C.R.S.]. OBH 
collects information on recipients’ treatment from providers using 
OBH’s Treatment Management System (TMS), which has several 
modules or databases. The module that is relevant to this audit is the 
Drug/Alcohol Coordinated Data System (DACODS), which maintains 
information on substance abuse treatment recipients. For example, 
DACODS contains statewide data on recipients’ alcohol and drug use 
patterns, history of substance abuse, prior treatment episodes, service 
utilization, and outcome measures. OBH uses these data to monitor 
licensees, assess substance abuse and treatment trends, and meet 
reporting requirements. For example, every month, OBH reports de-
identified aggregate DACODS data to the Substance Abuse and Mental 
Health Services Administration (SAMHSA) within the U.S. Department 
of Health and Human Services for federal block grant reporting. 
 
OBH is responsible for granting and removing user access of TMS, 
while the Office of Information Technology (OIT) within the 
Governor’s Office is responsible for the information system 
infrastructure and data security. OBH plans to implement a new system 
to replace TMS in summer 2018. The new system will be administered 
by a third party vendor, which will reduce OIT’s role in managing 
system security.  
 

FUNDING 

During Fiscal Years 2015 through 2017, OBH received about $24 
million in federal funds and about $22 million in state funds per year 
for substance abuse prevention and treatment programs. OBH’s 
substance abuse prevention and treatment programs are primarily 
funded with 2-year federal block grants from SAMHSA and with state 
funds. The State is required to contribute a minimum amount each year 
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based on the average amounts the State contributed in the prior 2-year 
grant period. OBH maintains about 5 percent of the block grant for 
administration and the remaining funds are primarily used to pay 
providers for treatment services. OBH has about 62 full-time equivalent 
(FTE) management and staff who have responsibilities related to 
substance abuse prevention and treatment programs.  
 

AUDIT PURPOSE, SCOPE, AND 
METHODOLOGY 

We conducted this audit pursuant to Section 2-3-103, C.R.S., which 
authorizes the State Auditor to conduct audits of all departments, 
institutions, and agencies of state government. The audit was prompted 
by a legislative request, which expressed concerns about the collection 
and security of substance abuse treatment data. This audit was 
conducted from July 2017 through January 2018. We appreciate the 
assistance provided by the management and staff of the Department of 
Human Services and Office of Behavioral Health during this audit.  
 
We conducted this performance audit in accordance with generally 
accepted government auditing standards. Those standards require that 
we plan and perform the audit to obtain sufficient, appropriate evidence 
to provide a reasonable basis for our findings and conclusions based on 
our audit objectives. We believe that the evidence obtained provides a 
reasonable basis for our findings and conclusions based on our audit 
objectives. 
 
The objective of this audit was to determine whether OBH collects 
appropriate substance abuse treatment recipient data and reasonably 
protects the data against unauthorized uses and disclosures. To 
accomplish the objective, we performed the following audit work: 
 
 Reviewed requirements related to Colorado’s substance abuse 

treatment recipient data collection and reporting, including federal 
grant requirements, case law on data collection as part of provider 
licensing requirements, and Colorado information security policies.  
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2015 through 2017.  
 
 Reviewed OBH’s Fiscal Year 2017 reports to SAMHSA, the General 

Assembly, other state agencies, and internally to the Department. 
 
 Evaluated OBH’s policies and processes for monitoring providers, 

including communications and training materials related to data 
system access, processes for protecting data, and data destruction. 
This included reviewing all data use agreements on file for OBH staff. 

 
 Examined the results of security scans of relevant TMS servers, which 

were completed in November 2017, and verified physical access 
controls of data servers. We also observed the physical access 
controls of OBH staff computer workstations. 

 
 Reviewed other states’ data collection practices for substance abuse 

treatment and prevention programs. 
 
 Interviewed management from SAMHSA, as well as management 

and staff from OBH and OIT who have responsibilities related to 
TMS, its security, or substance abuse treatment data.  
 

We relied on sampling to support some of our audit work and selected 
the following samples: 
 

 DATA USE AGREEMENTS. We selected a random sample of 20 data use 
agreements and business associate agreements out of 488 provider 
locations that accessed TMS in July and August 2017.  
 

 PROCESS WALKTHROUGHS. We selected a non-statistical sample of 
four providers for process walkthroughs—two funded by the 
substance abuse block grant in Fiscal Year 2017 and two not funded 
by the block grant. The sample was selected to ensure coverage of 
different provider sizes and locations. The walkthroughs reviewed 
the patient intake process, including processes when treatment 
recipients do not wish to provide personally identifiable information.  
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The samples were selected to provide sufficient coverage to test controls 
of those areas that were significant to the objectives of the audit; the 
sample testing results were not intended to be projected to the entire 
population. We designed our samples to provide sufficient and 
appropriate evidence for the purpose of evaluating the OBH’s internal 
controls related to data access management.  

We planned our audit work to assess the effectiveness of those internal 
controls that were significant to our audit objectives. Our conclusions 
on the effectiveness of those controls, as well as specific details about 
the audit work supporting our findings, conclusions, and 
recommendations are described in CHAPTER 2 of this report. 
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HOW WERE THE RESULTS OF THE 
AUDIT WORK MEASURED?  

TERMINATION OF SYSTEM ACCESS. OBH does not have written policies 
related to user access to TMS, but management described two practices 
that it uses to terminate access to the system: 

1 OBH removes access to TMS when a staff member leaves 
employment or when his or her job no longer requires system access.  

 
2 OBH removes TMS access for providers when the provider location 

closes or is no longer licensed.  
 

SYSTEM ACCESS AND DATA PROTECTION AGREEMENTS. Colorado 

Information Security Policies (Security Policies) require: 

1 The state agency that owns the system and the Office of Information 
Technology (OIT) to establish user access policies that describe 
system users’ responsibilities and expected behavior regarding 
accessing and using data on the system. OIT should review and 
update these policies annually [CISP-001, 9.16.1 and 9.16.4]. 

 
2 System users to sign a form annually acknowledging that they have 

read, understand, and agree to follow these user access policies [CISP-
001, 9.16.2 and 9.16.5]. 

 
3 The state agency that owns the system to retain the signed 

acknowledgements [CISP-001, 9.16.3].  
 
According to OBH management, it requires new staff and providers to 
sign a data use agreement, which contains information regarding access 
to and confidentiality of records, before they receive access to TMS. 
One agreement is typically signed per provider location and one 
provider staff has user access; however, in some instances a provider 
has multiple staff who need user access at one location, so each of the 
staff sign an agreement. The agreement form includes space for the user 
to sign and for the OBH security administrator to sign approving the 
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